
 
 
 

 

 
 
  

Outline 
The following guidelines are provided for AIT staff, Researchers, and 
students, for the safe use of Institute approved online video conferencing 
platforms, such as Zoom, MSTeams, etc.  
 

 
 
This is an acknowledgement to the Data Protection Unit of DCU for kindly giving permission for 
the replication and re-purposing of a large part of their guideline document for use within AIT. 
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Important note: This document is not definitive, and does not constitute legal advice. 
 

Use this document as a guide, only, to understand your options while using ZOOM or any other 
Institute provided online Video platform. 

 
 
 
 
 
 

Where necessary, please refer to specific guidance below on Teaching and Research contexts, 

as these may require deviation from the following General Guidance
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1. General Guidance 
 
 
 

1.1 Normal Data Protection rules apply 
 

Data Protection and data security 
 

Each ZOOM user has a responsibility to ensure they understand and comply with basic Data 
Protection and data security requirements.  For more information on this go to www.ait.ie/gdpr or 
contact dp@ait.ie.   

 

Human error is the leading cause of data protection breaches.  Technical faults only account for a 
small number of security incidents.  Learning to correctly use the technology supplied to us is vital. 
Therefore, users should be familiar with data protection rules and the functionalities of ZOOM 
before use, and be mindful of these requirements while using the Platform. 

 

 
 

Familiarise yourself with your Data Protection obligations 
 

The AIT Information and Data Compliance Office (IDCO) recommends that all AIT staff and 
researchers complete the IDCO’s online training module. This is a short introductory course, 
setting out key data protection principles, concepts and requirements under GDPR. 

 
If you have not completed this training and require access please email dp@ait.ie.  The training link 
will have been sent to you via email from a ‘@legalisland.ie’ address. 

 
Familiarise yourself with ZOOM  

 
All AIT staff and researchers are strongly encouraged to familiarise themselves with the features, 
configurations and settings within ZOOM.    The AIT Learning and Teaching unit will be able to advise 
and assist you in this and there may be recommended or default settings which should be applied. 

 
 Online tutorials for ZOOM can be accessed at the following link: ZOOM Online 

Tutorials 
 Ensure you check for updates so that you have the most recent version of ZOOM 
 Please refer to the Learning and Teaching Unit Covid 19 Moodle page for a 

comprehensive set of resources available here 
 

 
 

Specific queries 
 

For specific queries concerning data protection, please contact the Information and Data 
Compliance Office (IDCO) at dp@ait.ie or 090 6468009. For specific queries concerning ZOOM, 
please contact the Teaching and Learning Unit (T&L). Other technical issues may be raised on 
the Computer Services Department helpdesk. 

 
 

http://www.ait.ie/gdpr
mailto:dp@ait.ie
mailto:dp@ait.ie
https://support.zoom.us/hc/en-us/articles/206618765-Zoom-Video-Tutorials
https://support.zoom.us/hc/en-us/articles/206618765-Zoom-Video-Tutorials
https://2020.elearning.ait.ie/course/view.php?id=4258
mailto:dp@ait.ie
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Personal Data and GDPR obligations 
 

 Personal data means “any information relating to an identified or identifiable person,” 
whether directly or indirectly. This includes written information and records, video images and 
still images, Student ID, usernames and user nicknames. 

 

 When using ZOOM, AIT is regarded as a ‘Data Controller’. Accordingly, all AIT staff as 
employees of the Data Controller, must abide by data protection rules and obligations under 
GDPR when using ZOOM.   

 

 ZOOM service provider is a ‘Data Processor’ where a user, such as AIT, uses it services. ZOOM 
provides a service to and for AIT, and must itself comply with GDPR. 

 
1.2 Security & Privacy 

 
 

Configuring settings on ZOOM 
 

For security reasons, many ZOOM settings are configured at an AIT corporate level, and cannot be 
tailored to individual settings. These include: 

 
 Accessing an ZOOM Platform meeting 

 
o Participants are only allowed join before the Host at the discretion of the lecturer. 
o Unique meeting IDs are required for each scheduled or instant meeting (rather than 

using a Personal Meeting ID (PMID). 
o Participants can only re-join a meeting if the Host permits. 
o Guests from outside AIT are identified. 
o Telephone numbers masked. 
o All meetings and webinars require a Passcode. 
o A waiting room can be selected if you do not wish participants to join before host. 

 
 Recordings & Transcripts 

 
o Participants cannot save a transcript of the call. 
o Meetings are not recorded automatically: only the Host may do this and access these 

Recordings in accordance with the AIT Recording Policy. 
o Recording to local files is not allowed (cloud only). 

 
 

Other ZOOM settings are accessed through logging into Microsoft 365 selecting and signing in to 
the Zoom app. Some universal setting have been locked on by the administrator. Others can be 
configured as a default for all your meetings, or individually per meeting. 

 
A recent security feature added to ZOOM ’s meeting controls is a Security Icon in your meeting controls, 
which simplifies how meeting hosts can quickly find and enable many of ZOOM ’s in-meeting security 
features. Visible only to Hosts and Co-Hosts, the Security Icon provides easy access to several 
existing ZOOM security features so you can more easily protect your meetings. Read more here. 
 
 
  

https://www.ait.ie/uploads/downloads/AIT_Recording_Policy_Final_AC_June_2020_1_1.pdf
https://blog.zoom.us/wordpress/2020/04/08/zoom-product-updates-new-security-toolbar-icon-for-hosts-meeting-id-hidden/
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ZOOM Platform instant messaging / chat 
• When using the Chat function in Zoom, in you settings 
• disable private chat  
• do not allow chat to be saved. 

 
1.2.1 Tips for ZOOM meeting ‘Hosts’ 

 
 

Setting up your ZOOM meeting 
 

 When setting up your ZOOM meeting, do not share links publicly, including on social media. 
To do so would make your event extremely public, meaning anyone with the link could join 
your meeting. A known issue is for ZOOM meetings to be interrupted by gate-crashers 
(aka ‘Zoombombing’). 

 

 Familiarise yourself with ZOOM’s settings and features, including by completing ZOOM 
online tutorials, so you understand how to protect your virtual space when you need to. 

 

 Use a meeting password, and ensure that you change passwords for each meeting, including 
for recurring meetings. 

 

 Use a unique link for your meeting – do not use a link for your general meeting room. 
 

 For online classes set up the link on your Moodle page to ensure only authenticated users can 
join the class 

 
 Set an enrolment key on you Moodle page and only share with the class group. 

 
 
 
 

Audio, video, chat and screen sharing settings 
 

 Change audio settings so that only the Host can control the audio. 
 

 Set the chat setting, so that participants can only message the Host and not the other 
participants. 

 Set screen sharing to “Host only”. (The default setting on ZOOM allows all participants to 
share what's on their screens with the group, replacing the host's own camera feed, so 
ensure you change this setting immediately.) Alternatively, set calls/meetings audio-only. 

 

 Enable encryption. This prevents people on your network or WiFi from snooping on a meeting. 
More on Encryption. 

 

 Avoid using your Personal Meeting ID (PMI) to host public events. Your PMI is basically one 
continuous meeting and you don’t want strangers crashing your virtual space after the party’s 
over. Learn about meeting IDs and how to generate a random meeting ID in this video tutorial 
(at the 0:27 mark). 

  
 
During the ZOOM meeting 
 

Manage attendees: Hosts and co-hosts can manage attendees in the following ways. 
 

 Request that a participant unmute 
 

https://blog.zoom.us/wordpress/2020/03/20/keep-the-party-crashers-from-crashing-your-zoom-event/
https://support.zoom.us/hc/en-us/articles/201362153-How-Do-I-Share-My-Screen-
https://support.zoom.us/hc/en-us/articles/201362723/#h_04d3a996-a689-47a4-9ff1-ea95b4c181e6
https://support.zoom.us/hc/en-us/articles/203276937-Using-Personal-Meeting-ID-PMI-?zcid=1231
https://support.zoom.us/hc/en-us/articles/201362413-Scheduling-meetings?zcid=1231
https://youtu.be/XhZW3iyXV9U
https://youtu.be/XhZW3iyXV9U?t=27
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 Stop a participant's video 
 

 Rename a participant 
 

 Put a participant on hold if enabled 
 

 Lock the meeting to prevent anyone new from joining 
 

 Place participants in waiting room or admit/remove participants from the waiting room. 
 

 More on managing participants in a meeting. 
 
 

Add a co-host: Controlling a meeting while giving a presentation or talk might be challenging. You can 
assign a co-host to perform most host duties for you while you lead the meeting. More on Adding a 
Co-Host 

 
 

1.2.2 Tips for ZOOM users 
 

 Do not share meeting invites that you have received from a meeting host. 
 

 Keep your apps updated: In line with recommended good practice from ISS, you should keep 
all apps up to date, and this applies equally to ZOOM.   

 

 If you use ZOOM iOS app, ensure it has been updated to the latest version to ensure that 
their personal data is not automatically shared with Facebook Inc. 

 

 Change meeting passwords regularly. 
 

1.3 Data Protection incidents / breaches: what to do? 
 

Do not panic. 
 

Notify the AIT Information and Data Compliance Office (IDCO) immediately if you become 
aware of a potential data protection incident or breach, or if you suspect that one may have occurred: 
dp@ait.ie. 
In the event of a data protection incident or breach occurring: 

 
 Ensure that you retain any and all records involved, until you have received IDCO advice. 

 

 Provide as much detailed information to the IDCO as possible, assist in investigation and 
management of the incident. This can be done by completing the Data Incident / Breach 
Report referenced below. 

 

 The IDCO may seek further information or clarification and may provide you with 
recommendations to mitigate against the risk of a similar incident occurring again. 

 
Guidance on reporting Data Protection incidents or breaches is available on the AIT website at 
www.ait.ie/gdpr.  Where an incident occurs, the IDCO’s priority is containment of the incident and 
mitigation of any risks which have been identified as a result. Your assistance is crucial in achieving 
these, and the IDCO will support you and your colleagues in responding to any such incidents. 

https://support.zoom.us/hc/en-us/articles/201362813-Attendee-On-Hold
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/206330935-Enabling-and-adding-a-co-host
https://support.zoom.us/hc/en-us/articles/206330935-Enabling-and-adding-a-co-host
mailto:dp@ait.ie.
http://www.ait.ie/gdpr
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2. Guidance for Teaching in Zoom 
 
 
 

Please refer to the Learning and Teaching Unit Covid 19 Moodle page for a comprehensive 
set of resources available here. 
At the beginning of a class 

 
 Participants should be informed of their rights and obligations in respect of data 

protection/privacy at the outset of each online class. This may be by way of introduction to 
the class and/or setting ‘ground rules,’ for example, to include a point which clearly relates to 
data protection, and which is preferably done using accurate but plain English. 

 
ZOOM Classroom 

 
 In the teaching context, teaching staff should set up ZOOM  Classrooms on their Moodle 

module pages and within those, schedule teaching sessions (‘meetings’) for their 
students. This ensures students have a central location in which to access teaching 
sessions and cloud recordings thereof. This resource explains how to set up a ZOOM 
Classroom on Moodle. 
 

Breakout Rooms feature 
 

 The data protection rules which apply to the main ZOOM Classroom equally apply within 
the Breakout Rooms. 

 

 Teaching staff should remind students that data protection rules apply, before the breakout 
session begins. 

 
 

Chat/Messaging and Whiteboard/Annotation features 
 

 In the teaching context, it may be deemed appropriate by the teaching staff to use the 
chat/messaging and whiteboard/annotation features as part of pedagogical methodologies, 
tools and techniques used to engage students. 

 

 If so, staff must consider on a case-by-case basis whether this is appropriate, taking into 
account factors such as class size, topic under discussion, degree of sensitivity of the topic. 

 

 Any personal information processed using ZOOM, including information exchanged using 
these features, is subject to the rules of Data Protection. 

 

 This therefore entails a level of risk which the teaching staff member themselves must assess 
and mitigate. 

 

 Where such features are used, teaching staff must remind students that these facilities must 
be used appropriately, that data protection rules apply, and not to share personal data.

https://2020.elearning.ait.ie/course/view.php?id=4258
https://docs.google.com/document/d/1bHuUlfRVWWB3MMKoS1Sj6ozllS8TIzumK8mDyXXXPNs/edit
https://2020.elearning.ait.ie/pluginfile.php/57035/mod_resource/content/0/Add%20a%20Zoom%20room%20to%20your%20Moodle%20page.pdf
https://2020.elearning.ait.ie/pluginfile.php/57035/mod_resource/content/0/Add%20a%20Zoom%20room%20to%20your%20Moodle%20page.pdf
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Waiting Room feature 

 
 Where large classes are involved it may not be practicable to use the ‘Waiting Room’ feature 

as a security measure, since it will require approving each participant one-by-one. 
 

Screen sharing 
 

 Where screen sharing by students is used as part of the teaching process (for example, giving 
presentations to the class), the teaching staff member may wish to adjust their ZOOM 
controls to facilitate this. Accordingly, teaching staff should familiarise themselves with 
the screen sharing feature in ZOOM, and understand how to switch it on and off as 
appropriate.
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