
 

POSTGRADUATE RESEARCH OPPORTUNITY 

 

Project Title: An Authenticity Validation Framework for Manufacturing Service in Virtualisation-

based Computing Platform 

Project Description: Manufacturing is stepping into the next era. Industry 4.0 (I4.0) is a further step 

to explore digitalisation, by connecting industrial things and bringing innovative management and 
analytic models, therefore support flexible and intelligent manufacturing tasks. Connectivity is the 
cornerstone of I4.0 e.g., to enable data aggregation and device management. Unfortunately, 
connectivity also expands attack surface and expose vulnerability to threats. This calls an urgent 
need of reliable cybersecurity solutions to detect threats in manufacturing systems at the early 
stage. Intrusion detection system (IDS) is widely adopted in modern systems. However, it suffers 
from performance issues especially false alarms. These false alarms cost a lot of extra human 
resources to filter out the true threats. This motivates this project to create a further validation 
method -sandmatrix- to further validate suspicious services to remove false alarms. It takes the 
advantage of service replication features in virtualisation-based platforms. In particular, it copies a 
suspicious service and places it into another environment for further inspection. Sandmatrix can 
well fit manufacturing because it satisfies constraints including 1) high reliability (e.g., 100% 
uptime) and 2) low latency. Sandmatrix will be implemented, deployed and tested on 
manufacturing scenarios, and compared with State-of-the-Art (SOTA) solutions. 

Duration of Project: 4 Years 

Funding Agency: TUS Presidents Doctoral Scholarship     

Type of Degree Offered: PhD    

Minimum Qualifications/Experience Necessary/Any Other Requirements: [list relevant 
undergraduate programmes]  

Minimum classification of 2.1 honours or equivalent in Computer Science, Cybersecurity or a 
related Engineering/Science discipline. 

Strong ability in software development, cybersecurity and computer networks. 

Strong written and oral communication skills.  

IELTS [International English Testing System] Applicants must have a minimum of 6.0 with no 
component score less than 6.0. 

Research Supervisors: Dr Yuhang Ye, Dr Brian Lee, Dr Yuansong Qiao 

 
For further information please contact: Dr. Yuhang Ye yye@research.ait.ie 



 

Download Application Form at 
https://www.ait.ie/research-and-innovation/postgraduate-research-opportunities 

 
Closing date for receipt of completed application forms is 5pm (Irish Standard Time) 1st March 

2023 
 

Please submit your completed application: pro@ait.ie 
Please reference Project Title in all correspondence.  
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